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MyNotifyDLL

e\WLLogon
o\WLLogoff
o\WLStartup
o\WLShutdown
o\WLLock

o\WLUnlock
o\WLScreensaverStart
o\WLScreensaverStop

Installation Uber Registry:
HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
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User Account gont‘[_gl_)_-- o

» A fundamental step toward increasing the is enabling

, Which gives them
access to only a limited set of permissions and privileges.

. Conversely, when users
attempt to launch an application that has been marked as requiring

administrator permissions, the system will explicitly ask them to confirm their
intention to do so. Only applications running with administrator privileges can

modify system and global settings and behavior. This feature of Windows
Vista is the User Account Control ™

Administrator

eToken 1: normale Userrechte

eToken 2: Adminrechte
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S1EIeEIE tind Sy stemeinstellungen
NIl vom Admin zurandern

[ i Date and Time Properties

User Account Control stops unauthorized changes to your computer,
If you started this program, please continue,

|- l| User Accounts Control Panel

Provide the password for an administrator account below to continue,
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[ Submit I Cancel
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[Ering.abhangig,vom,UsersKontext ==

C:\Program Files\Test

Write to
. C:\Program Files\Test

C:\Users\{Username}\

Non Admin

~® Registry

e -> Demo
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itung| UAC durch Manifestdater

<?xml version="1.0" encoding="utf-8" ?>
<assembly xmIns="urn:schemas-microsoft-com:asm.v1" manifestVersion="1.0">
<assemblyldentity version="1.0.0.0"

processorArchitecture="X86"

name="WindowsVistaReadiness"

type="win32" />

aslnvoker (inherit privilege of caller)
highestAvailable (maximum potential privilege of the user)
B requireAdministrator (user must be administrator)

</assembly>

Manifiestdatei:

Programm.exe.manifest in Verzeichnis mit der
ausfuhrbaren Datei.

Direkt zum Programm dazulinken
-> Demo
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tory Integrity. Control (IMIC)ss

Jterface Privilege Isolation; (UIPL)

PN B Windowe Meseages:
ey Postmessage/FindWindow/EnumWindows...

3 Level:

-> Low
-> Medium
-> High
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WIIIGOWS' ESOUNCE; Protecuior

e Windows Resourcie_ Protection (WRP) is designed to
In an
attempt to increase system stability, predictability and
reliability.

, such as Windows
Servicing. This enables components and applications that
ship with the OS to be better protected from the impact
of other applications and administrators.

® -> Demo




Session 0

Service 1

Service 2

Service n

Prozess 1

Prozess 2

Prozess n

Session 1

W2K, XP, W2K3




01 0] Isolation

Session 0 Session 1 Session 2

Service 1 Prozess 1

Service 2 Prozess 2

Service n Prozess n

® Session 0 hat kein UI




PIESHING AaS .

AL eI Erzeugen von globalen Objekten (z.B.
J\/Ju't-f '_".) Global\ oder Local\ beriicksichtigen ! -> vgl. WTS

e API Funktionen z.B. fur Registry (RegGetValue),
. etc. WITS Funktionen auch ohne WTS.

=73 Debugglng von Services und (Webservices) unter
-~ V52005 als NichtAdmin nicht moglich (attach Prozel3)




[~ |cr WINNT ysystem32' cmd.exe

Station: WinStad Ctation: WinStal
Desktop: 2ZBoschRASPolicy Desktop: Default

Desktop: Default Desktop: Disconnect Vlsta als

Desktop: Winl Desktop: Yinlogon .
ToenoR Jnoogon WZK / XP Ctation: Service—BxB-3e?s SerV|Ce

Station: Service-0x0-3e7$ Desktop: WinStad

Desktop: WinSta0 Desktop: Service-BxB-3e?%
Desktop: Service-0x0-3e7$ Desktop: Service-BxB-3eds
Desktop: SAWinSta Desktop: Service—-BxB-3eb%
Desktop: Service-0x0-11510% Station: Service—-BxB-3eds

Station: SAWinSta Desktop: WinStal
Desktop: SADesktop Desktop: Service—BxB-3e?$

. . Desktop: 8 ice—-Ax@-3led
Station: Service-0x0-11510% Dgﬁktﬂﬂ: ggﬁﬁiﬁﬁ_gig_3§5§
c Desktop: WinStad Station: Service—BxB@-3eb%

Desktop: Service-0x0-3e7$ Desktop: WinStad
Desktop: SAWinSta Desktop: Service—BxB-3e?$

: Dezsktop: Service-BxB-3eds
Desktop: Service-0x0-11510% : ==
WDriicken Sie eine beliebige Taste . Desktop: Service—@xB-Je53




INELULEr Vista

SNIEIEDInge sind nur tber P/Invoke
‘i"chbar
23y ieue Service Notifications, WTS
— unktlonen Teile fUr Security (z.B. ACL
' 'auf Prozesse ...)
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SERIREVINSOFIVVARKE\IVICrOSOIt\vvinaows\currentversion\Folcies \oystE€m\cnabliELUA == U/ L

® Sicherheit groBer ??
- Arbeiten; ohne Userrechten
- Programme sollten ohne Admin laufen (VS2005 debuggen von

Services / Webservices !)
- wenn UAC zu oft nervt -> kontraproduktiv
- weniger Vulnerabilities -> wird sich zeigen ! e -> Demo
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S PPeompatGeneral.ppt
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~ o Design a Windows NT Service to Exploit Special

_

Operating System Facilities”, Jeffrey Richter — MSJ
October 1998




